Privacy Policy of
the Ogoy Platform

1. Controller

The controller for processing your personal data on our website is Georg Brodbeck. You can
find our contact information in the imprint.

2. General information on data processing

We collect and use personal data of our users only to the extent necessary to provide a
functional website as well as our content and services. However, we also use third-party
components, whose privacy conditions are beyond our control.

3. Cookies

Cookies are a technology to recognize you as a user. We use cookies for the following
purposes:

e To mark that you have accepted the privacy agreement so that you do not have to do
this again
e The login system - so that Ogoy recognizes which user you are logged in with

4. Storage of Personal Data
Your data will be stored in the following situations:

Creating an account

Logging in

Creating a scene

Editing a scene

Viewing a scene

Like a scene

Sending a message using the contact form

In each of these cases, the data entered as well as a timestamp and the reference to the
user profile are saved.

Your IP address is currently only stored in anonymous statistics, but not in the context of

personal data. However, we reserve the right to change this in the future should the need
arise.
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5 Disclosure of personal data to third parties

Personal data is only passed on to third parties to the extent necessary for the functioning of
the platform. Data is transmitted to the following third-party providers

e Stripe, as payment provider. In order to process a payment, we transmit the e-mail
address and the desired product to Stripe. Stripe can also create cookies. Stripe is
responsible for the security of payment information. Further information can be
found in Stripe's privacy policy.

e Amazon AWS SES, to send emails. We work with Amazon AWS SES (Amazon Web
Services - Simple Email Service) to send emails for address confirmation, forgotten
passwords or newsletters. For this purpose, your email address, your nickname and
the content of each email sent to you are transmitted to Amazon AWS. Amazon is
responsible for the security and protection of your data. You can find more
information in Amazon's privacy policy.

e Cloudflare Turnstile, for security and spam protection. To protect our forms (such as
registration and contact) from automated attacks and bots, we verify whether inputs
are made by a human. For this purpose, technical data (e.g. IP address) and
behavioral patterns are transmitted to Cloudflare. Cloudflare is responsible for the
secure processing of this data. Further information can be found in Cloudflare's
privacy policy.

The following programming interfaces are requested for some functions:

Leaflet (the display of the 2D map)

MapTiler (satellite images and topo maps)

ArcGis (satellite images and other maps)

Google Maps API (satellite images and topo maps)
Cesium ION (terrain data)

OpenTopoMap (topo maps)

IPInfo (query of the country of the logged-in user)
OpenCage (Country and Place Names)

The IP address must be transmitted to these providers for system-related reasons. Whether
these providers store your IP address is not under the control of Ogoy.

The data protection agreements of the respective third-party providers apply.

We reserve the right to add more map data providers at any time.
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We use the OpenCage API to display country and place names on the flights. When you
create a scene, the first and last track point is always sent anonymously (i.e. without your IP
address) to the OpenCage API. OpenCage takes privacy seriously and is fully GDPR
compliant, see https://opencagedata.com/gdpr.

Ogoy's servers are physically located in Germany. All data stored by Ogoy is therefore stored
in Germany. For further development and problem solving, the data may be transferred to
devices in Switzerland.

6. Contact form and email contact

There is a contact form on our website, which can be used for electronic contact. If you take
this option, the data entered in the input mask will be transmitted to us and stored.

If possible, do not use the email address provided in the imprint for contacting us, as it
receives a lot of spam due to its public appearance, and thus genuine messages can
sometimes get lost.

7. Rights of the data subject
You have the right:

to information about the data we have stored about you.

to correction, if we have stored incorrect data about you.

to deletion, if you wish and the prerequisites for this are met.

to restriction of processing, if the prerequisites for this are met.

to data portability, if the prerequisites for this are met.

to object to a certain data processing, if the prerequisites for this are met.
To assert these rights, please contact us via the contact form.

8. Data security

We use technical and organizational security measures to protect your data processed by us
against manipulation, loss, destruction and against access by unauthorized persons. Our
security measures are continuously improved in line with technological development.

9. Current status and amendment of this privacy policy

This privacy policy is currently valid and has the status of February 2026. Due to the further

development of our website and offers on it or due to changed legal or official requirements,
it may be necessary to change this privacy policy.
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